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Upgrading GridServer
This section explains how to upgrade GridServer components. It contains a GridServer 
Upgrade Checklist, which explains what to do before, during, and after your new GridServer 
installation to ensure carrying over old values to the new installation, when possible. 

Requirements Changes
See the system requirements in the TIBCO GridServer® readme file to ensure that your 
software and hardware meet the minimum system requirements. Ensure to review the full 
list of requirements.

GridServer 7.1.1 Upgrade Checklist 
You can migrate settings from your previous version of GridServer to your new version of a 
GridServer installation, but it’s important to not install on top of your previous installation. 
Instead, shut down your old Manager, and rename the old installation directory. You can 
then install the new version of GridServer in the same location. Later in the install, you 
supply a path to the renamed old installation so settings can be copied. An upgrade.log 
file is generated that lists all changed configuration values, as well as settings that could 
not be migrated to the new installation.

It is recommended that before you start the upgrade, back up the server.xml file from the 
DS_DATA/conf directory to a separate directory to preserve your custom configurations. 
After the upgrade, replace the server.xml file in DS_DATA/conf with the updated file from 
the release. Then, reapply any required customizations.

The only direct upgrade supported on GridServer version 7.1.1 is from GridServer versions 
7.1.0. To upgrade from any other earlier version to GridServer 7.1.1, you must first upgrade 
to GridServer version 7.1.0.
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Note: 
 l Authenticating all Grid Components is an additional security option 

provided in GridServer. For more information, see "Authentication of Grid 
Components" topic in the  TIBCO GridServer® Installation.

 l Migrate any deployed web components, Broker or Manager hooks, or 
bundled libraries that reference the javax.* servlet API to the jakarta.* 
namespace.

Prior to Upgrade 
• If you have any UNIX Engines that share a common installation directory, you must 

migrate those installations to a local directory. A shared install point is no longer 
supported.

• To enable programmatic version control, ensure that gridLibraryStrictVersioning 
is set to false.

• If you have a Linux64 Engine, for upgrade from all versions earlier than 7.0.0_
hotfix08, you must perform the following steps:

a. Stop the server.

b. As a best practice, take a backup of the existing engine.sh file.

c. Replace the engine.sh file from the engineScriptUpdate folder to 
datasynapse/manager/webapps/livecluster/engineUpdate/linux64/ and 
datasynapse/manager-data/engineUpdate/linux64/ folder.

d. Start the server.

e. Let the Engines log in and then restart the Engine Daemon.

f. Stop the server.

g. Upgrade the server.

Note: In case of Grid Architecture, perform the steps from step a to step g on 
the Primary Director.

• Check the list of changes in the release notes for any other issues that might affect 
you.
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After Stopping the Manager 
• When running GridServer as a Windows service, remove the service prior to 

upgrading.

The following steps are necessary only if you set up the system by using an external 
database:

• Copy the corresponding database properties file from old DS_
MANAGER/webapps/livecluster/WEB-INF/etc/db/ directory to the current 
installation. This is used when you run the database upgrade script.

• Upgrade your external reporting database schema using the upgradedb.sh or 
upgradedb.bat script located in DS_MANAGER/webapps/livecluster/WEB-
INF/etc/db. 

During Installation 
• For Installation Type, choose Custom, Manager Upgrade.

• For Previous Data Directory, enter the pathname of your previous base directory.

After Installation

If Using System Classloader for Engines

If you are using the system classloader in your Engine configuration and deployed the 
DSEngine.jar file to Engines, deploy the new DSEngine.jar to Engines after upgrade. This 
is now deployed in DS_MANAGER/webapps/livecluster/engineUpdate/shared. If 
DSEngine.jar is deployed in the default resources directory, it has already been removed. 
If it is deployed to any Grid Libraries, you must remove it from them.

External Database JDBC Drivers

If you are using an external database, copy the required JDBC driver JAR archive from DS_
MANAGER/webapps/livecluster/WEB-INF/lib in the old installation to DS_
MANAGER/webapps/livecluster/WEB-INF/lib/ in the new installation.
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Apply License Using Script

For an existing installation, run the apply-license script after the installation completes 
and before you start the Primary Director. The apply-license script is at the following 
location:

Windows: DS_MANAGER\apply-license\apply-license.bat <license.ser>

Linux: DS_MANAGER/apply-license/apply-license.sh <license.ser>

Note: 
 l Ensure that the Primary Director is not running when you run this script. If 

Tomcat is already started, it holds the database file lock, which causes the 
script to fail.

 l You can obtain the license file from DataSynapse Support.

LDAP Upgrade

Starting with GridServer 6.0, Driver profiles are no longer supported. The allowedBrokers 
property has been replaced by the value of Manager List in the security role assigned to 
the Driver user. Also, users are now allowed to run Services based on the "Execute 
Services" permission rather than by virtue of having a profile.

During upgrade, a new role is created for each Driver profile. This role has execute 
permission, and maps the "Allowed Brokers" field to "Manager List". That role is added to 
each user who has the corresponding profile.

You are not required to maintain these converted profiles; you might choose to reorganize 
and remap these roles as you see fit.

If you use LDAP authentication and you prefer to assign roles via LDAP groups, you must 
add those groups to your users in LDAP, and remove the locally assigned roles.

Users and roles are logged during the upgrade to the file DS_DATA/logs/newRoles.txt, so 
that you have a list of groups to add the user’s LDAP entries. It is a flat file with the 
following format:

[user]\t[role1,role2,...]

For example:
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joe driver_developers,driver_boston
tom driver_testing,driver_london

Engine Upgrade 
• For UNIX Engines, bin/invokeRA cannot be automatically upgraded. After upgrading, 

you must manually copy the new bin/invokeRA to the upgraded Engine, and follow 
the instructions in "Using Run-As" in the TIBCO GridServer® Administration.

Driver Upgrade 
• Download the new version of the GridServer SDK in the GridServer Administration 

Tool.

• Make sure that all Drivers are upgraded. This simply involves replacing the libraries 
or executables with the new version.

• If you have existing CPPDriver applications, relink them with the new libraries 
included in the SDK.

• On the Driver side, link your code with the dsUtil library. Link Engine-side Service 
code with the dsUtil library if it uses any exception classes.

 

Note: 
After the server is upgraded, you can secure the Internal.script and 
passwords stored in the installation.properties file at  DS_DATA\conf. For 
more information, see Securing Passwords and Internal.script in the TIBCO 
GridServer® Manager Installation Guide.

Mixed-Version Deployments
Mixed-version deployments are grids that consist of GridServer Manager versions 7.1.0, 
7.0.x, and 6.3.1. This is an allowed configuration, as a convenience for large Grids that 
cannot upgrade all Brokers at once. You must address the following issues when running 
mixed-version deployments:
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• The Directors must be upgraded first to the latest version of GridServer Manager 
7.1.0.

• All Brokers must be on the latest service pack and hotfix of the minor version. 

• You must disable client version checking for Engines, Drivers, and Brokers at Admin 
> System Admin > Manager Configuration > Admin.

• Hard-partitioning of Engines is required. That is, Engines must not be allowed on all 
the three GridServer Manager versions 7.1.0, 7.0.x and 6.3.1 Brokers. This is done 
with the balancer configuration. 

• You must deploy all versions of the C++ Bridge Grid Libraries via the Primary 
Director. If you upgraded the Director, the older bridges might already be there, but 
if the Director is a new installation you must copy them from your old Managers. The 
Engines automatically choose the proper library based on the Broker version. 
Because both versions of the C++ Bridges are used, Grid Libraries must also be used 
on an older Broker if the code is native, rather than using the standard resource 
deployment. 

Mixed-Version Driver Compatibility

GridServer Manager 7.1.0 has backward compatibility with GridServer Manager 7.0.x and 
6.3.1 Drivers. 

Rolling Upgrades
Use the following procedures to install an update to a large grid (a grid with a large 
number of Engines and several Brokers) in situations where you cannot permit grid-wide 
Engine restarts and interruptions in Service availability. These instructions enable Services 
already deployed on components using a previous version of GridServer Manager to 
continue running as other components on the grid are updated.

Prerequisite Actions

For all Managers:
1. Bring all Managers up to the required hotfix level.
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2. Confirm that all GridServer Managers are at that level. On the Primary Director, you 
can get the versions of all Brokers on the Grid Components > Brokers > Broker 
Admin page. To find the version of the Directors, click the About link at the top of 
the Administration Tool.

3. In each Engine Configuration, confirm that Log off Engines on Daemon Logoff is 
set to false (the default setting). This prevents unnecessary Engine restarts when the 
Director is restarted.

4. On each Broker, go to Admin > System Admin > Manager Configuration > Admin 
and set Daemon Upgrade From Broker to false; then go to Admin > System Admin 
> Manager Configuration > Resource Deployment > Broker Settings and set 
Synchronize Resources From Director to false. This prevents all Daemons from 
restarting to upgrade when the Primary Director is upgraded.

5. On each Director, go to Admin > System Admin > Manager Configuration > 
Admin. Confirm that Daemon Upgrade From Director is false. (This is the default 
and would rarely be true.)

6. To assist in the event of any issues, set the logging levels on all Managers and 
Engines to Fine.

Upgrading a Grid
Note that each Manager upgrade procedure does not make any modifications to the 
previous installation. If required, you can use this directory to roll back the upgrade.

Primary Director Upgrade
1. Shut down the Primary Director. The Engine Daemons move to the Secondary 

Director and the Engine Instances (which might be running tasks) continue without 
interruption.

2. Upgrade the Primary Director.

3. Start the Primary Director.

4. Verify the the following Director and Broker mismatch controls are True: Admin > 
System Admin > Manager Configuration > Admin > Version Management >Allow 
Director Version Mismatch and Admin > System Admin > Manager Configuration 
> Admin > Version Management >Allow Broker Version Mismatch.
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5. Check that all the Brokers are logged in to it at Grid Components > Brokers > 
Broker Admin. The Engine Daemons move to the Primary Director. The Engine 
Instances do not restart.

Secondary Director Upgrade

Follow the above procedure for the Primary Director. Shut down the Secondary Director 
and upgrade.

Broker Upgrades

Failover Brokers must be upgraded after regular Brokers.

For each Broker:

Procedure 

1. Shut down the Broker. Within a few minutes Engines and Drivers migrate to a 
Failover Broker.

2. Upgrade the Broker.

3. Start the Broker. Verify that it logs in to the Directors. 

4. Verify that  Admin > System Admin > Manager Configuration > Admin > Version 
Management > Allow Driver Version Mismatch is True.

5. Within a few minutes Engines and Drivers migrate back.

Upgrade the Engine Daemons

At this point, the Grid has been updated, but Engine Daemons are still at the previous 
version. Daemon upgrades result in Engine restarts, so do the following on each Broker 
when the time is appropriate:

 l On each Broker, go to Admin > System Admin > Manager Configuration > Admin. 
Set Daemon Upgrade From Broker to true. 

Note: The above step needs to be done as soon as possible.
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Installing Hotfixes
To install or uninstall a hotfix, refer to the installation instructions in the readme file 
distributed with the hotfix.
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TIBCO Documentation and Support Services
For information about this product, you can read the documentation, contact TIBCO 
Support, and join TIBCO Community.

How to Access TIBCO Documentation

Documentation for TIBCO products is available on the Product Documentation website, 
mainly in HTML and PDF formats.

The Product Documentation website is updated frequently and is more current than any 
other documentation included with the product.

Product-Specific Documentation

Documentation for TIBCO GridServer® is available on the      TIBCO GridServer® Product 
Documentation page. 

How to Contact Support for TIBCO Products

You can contact the Support team in the following ways:    

 l To access the Support Knowledge Base and getting personalized content about 
products you are interested in, visit our product Support website.     

 l To create a Support case, you must have a valid maintenance or support contract 
with a Cloud Software Group entity. You also need a username and password to log 
in to the product Support website. If you do not have a username, you can request 
one by clicking Register on the website. 

 l To submit ideas, suggestions, or feedback for TIBCO products, visit our product 
Support website.     

How to Join TIBCO Community

TIBCO Community is the official channel for TIBCO customers, partners, and employee 
subject matter experts to share and access their collective experience. TIBCO Community 
offers access to Q&A forums, product wikis, and best practices. It also offers access to 

https://docs.tibco.com/
https://docs.tibco.com/
https://docs.tibco.com/products/tibco-datasynapse-gridserver-manager
https://docs.tibco.com/products/tibco-datasynapse-gridserver-manager
https://support.tibco.com/
https://support.tibco.com/
https://support.tibco.com/
https://support.tibco.com/
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extensions, adapters, solution accelerators, and tools that extend and enable customers to 
gain full value from TIBCO products. For a free registration, go to      TIBCO Community.

https://community.tibco.com/
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Legal and Third-Party Notices
SOME CLOUD SOFTWARE GROUP, INC. (“CLOUD SG”) SOFTWARE AND CLOUD SERVICES EMBED, 
BUNDLE, OR OTHERWISE INCLUDE OTHER SOFTWARE, INCLUDING OTHER CLOUD SG SOFTWARE 
(COLLECTIVELY, “INCLUDED SOFTWARE”). USE OF INCLUDED SOFTWARE IS SOLELY TO ENABLE THE 
FUNCTIONALITY (OR PROVIDE LIMITED ADD-ON FUNCTIONALITY) OF THE LICENSED CLOUD SG 
SOFTWARE AND/OR CLOUD SERVICES. THE INCLUDED  SOFTWARE IS NOT LICENSED TO BE USED OR 
ACCESSED BY ANY OTHER CLOUD SG SOFTWARE AND/OR CLOUD SERVICES OR FOR ANY OTHER 
PURPOSE.

USE OF CLOUD SG SOFTWARE AND CLOUD SERVICES IS SUBJECT TO THE TERMS AND CONDITIONS 
OF AN AGREEMENT FOUND IN EITHER A SEPARATELY EXECUTED AGREEMENT, OR, IF THERE IS NO 
SUCH SEPARATE AGREEMENT, THE CLICKWRAP END USER AGREEMENT WHICH IS DISPLAYED WHEN 
ACCESSING, DOWNLOADING, OR INSTALLING THE SOFTWARE OR CLOUD SERVICES (AND WHICH IS 
DUPLICATED IN THE LICENSE FILE) OR IF THERE IS NO SUCH LICENSE AGREEMENT OR CLICKWRAP 
END USER AGREEMENT, THE LICENSE(S) LOCATED IN THE “LICENSE” FILE(S) OF THE SOFTWARE. USE 
OF THIS DOCUMENT IS SUBJECT TO THOSE SAME TERMS AND CONDITIONS, AND YOUR USE HEREOF 
SHALL CONSTITUTE ACCEPTANCE OF AND AN AGREEMENT TO BE BOUND BY THE SAME.

This document is subject to U.S. and international copyright laws and treaties. No part of this 
document may be reproduced in any form without the written authorization of Cloud Software 
Group, Inc.

TIBCO, the TIBCO logo, the TIBCO O logo, GridServer, FabricServer, GridClient, FabricBroker, 
LiveCluster, and SpeedLink are either registered trademarks or trademarks of Cloud Software Group, 
Inc. in the United States and/or other countries.

All other product and company names and marks mentioned in this document are the property of 
their respective owners and are mentioned for identification purposes only. You acknowledge that all 
rights to these third party marks are the exclusive property of their respective owners. Please refer to 
Cloud SG’s Third Party Trademark Notices (https://www.cloud.com/legal) for more information.

This document includes fonts that are licensed under the SIL Open Font License, Version 1.1, which is 
available at: https://scripts.sil.org/OFL

Copyright (c) Paul D. Hunt, with Reserved Font Name Source Sans Pro and Source Code Pro.

Cloud SG software may be available on multiple operating systems. However, not all operating 
system platforms for a specific software version are released at the same time. See the “readme” file 
for the availability of a specific version of Cloud SG software on a specific operating system platform.

https://www.cloud.com/legal
https://scripts.sil.org/OFL
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THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR 
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, 
FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT.

THIS DOCUMENT COULD INCLUDE TECHNICAL INACCURACIES OR TYPOGRAPHICAL ERRORS. CHANGES 
ARE PERIODICALLY ADDED TO THE INFORMATION HEREIN; THESE CHANGES WILL BE INCORPORATED 
IN NEW EDITIONS OF THIS DOCUMENT. CLOUD SG MAY MAKE IMPROVEMENTS AND/OR CHANGES IN 
THE PRODUCT(S), THE PROGRAM(S),  AND/OR THE SERVICES DESCRIBED IN THIS DOCUMENT AT ANY 
TIME WITHOUT NOTICE.

THE CONTENTS OF THIS DOCUMENT MAY BE MODIFIED AND/OR QUALIFIED, DIRECTLY OR 
INDIRECTLY, BY OTHER DOCUMENTATION WHICH ACCOMPANIES THIS SOFTWARE, INCLUDING BUT 
NOT LIMITED TO ANY RELEASE NOTES AND "README" FILES.

This and other products of Cloud SG may be covered by registered patents. For details, please refer 
to the Virtual Patent Marking document located at https://www.cloud.com/legal.

Copyright © 2001-2026. Cloud Software Group, Inc. All Rights Reserved.

https://www.cloud.com/legal
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